SNMP for Developer

지란지교소프트 조경민(bro@jiran.com)

SNMP 개요

 SNMP는 Simple Network Management Protocol로 네트워크 하드웨어 장비를 관리자가 원격지 컴퓨터에서 모니터링, 설정, 통계를 내어 볼 수 있도록 하는 관리 프로토콜이다.

 아래 그림은 SNMP의 구조를 도식화하여 나타낸 그림이다.
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Management Station – 네트워크 장비의 정보를 얻어오거나 설정하는 원격지 호스트

Management Application – SNMP 관리 애플리케이션 (또는 Management Station 동일어 )

Network element – SNMP로 관리 가능한 모든 네트워크 장비

Agent – Network Eelement에는 Agent라는 SNMP 명령을 받을 수 있는 데몬이 네트워크 장비 기계 내에 존재하며 UDP 161번으로 리슨하게 된다.

MIB Tree – 네트워크 장비내의 유용한 정보들로 트리로 구성되어 있으며,  Agent에 의해서 억세스 되는 데이터 Management Information Base의 약어이다.

SNMP Develop in Windows

 Windows에서 SNMP 개발 분야는 다음과 같다.

 SNMP Manager Application 개발 

· Network Eelement의 Agent에 접근하여 MIB를 얻고 설정하는 콘솔 애플리케이션 개발

 Extension agent DLL 개발 

· MIB를 제공하는 Agent의 기능을 제공하는 Agent 개발

라이브러리 지원 

Microsoft SNMP Management API 라이브러리 (MGMTAPI.DLL) 
- Windows NT/2000/XP 가능

Microsoft WinSNMP 라이브러리  (WSNMP32.DLL) 

 - Windows 2000/XP 가능

윈도우 기본 MIB

 윈도우도 하나의 Network Element이기 때문에 MIB가 있는데 Windows Resource Kit에서 복사해 올 수 있는 기본 제공 MIB들 이다.

	MIB
	Description

	DHCP.MIB
	Microsoft-defined MIB that contains object types for monitoring the network traffic between remote hosts and DHCP servers

	HOSTMIB.MIB
	Contains object types for monitoring and managing host resources

	LMMIB2.MIB
	Covers workstation and server services

	MIB_II.MIB
	Contains the Management Information Base (MIB-II), which provides a simple, workable architecture and system for managing TCP/IP-based internets

	WINS.MIB
	Microsoft-defined MIB for the Windows Internet Name Service (WINS)


Relevant RFCs

TCP/IP standards are defined in Requests for Comments (RFCs), which are published by the Internet Engineering Task Force (IETF). The following table lists the RFCs that are relevant to SNMP. 

	RFC number
	Title

	1155
	"Structure and Identification of Management Information for TCP/IP-based Internets." It defines SMI.MIB.

	1157
	"A Simple Network Management Protocol (SNMP)." It defines SNMP itself.

	1213
	"Management Information Base for Network Management of TCP/IP-based internets: MIB-II." It defines MIB_II.MIB.

	1901 
	"Introduction to Community-based SNMPv2" 

	1902 
	"Structure of Management Information for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1903 
	"Textual Conventions for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1904 
	"Conformance Statements for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1905 
	"Protocol Operations for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1906 
	"Transport Mappings for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1907 
	"Management Information Base for Version 2 of the Simple Network Management Protocol (SNMPv2)" 

	1908 
	"Coexistence between Version 1 and Version 2 of the Internet-standard Network Management Framework" 

	2089 
	"V2ToV1 Mapping SNMPv2 onto SNMPv1 within a bi-lingual SNMP agent" 


System Files for SNMP

The following table describes the principal files that relate to the SNMP service. 

	Filename
	Description

	DHCPMIB.DLL
	Extension agent DLL that implements the Microsoft-defined DHCP MIB. Installed only on DHCP servers, and not available on Windows NT 3.1. 

	EVNTAGNT.DLL
	SNMP DLL that translates event logs into SNMP traps; also known as the SNMP event translator.

	HOSTMIB.DLL 
	Extension agent DLL that implements the Host Resources MIB. 

	LMMIB2.DLL
	Extension agent DLL that implements LAN Manager MIB-II. 

	MGMTAPI.DLL
	Microsoft SNMP Management API library. This API allows SNMP manager applications to "listen" for SNMP manager requests, and send requests to and receive responses from SNMP agents.

	MIB.BIN
	Compiled MIB information used by MGMTAPI.DLL. 

	SNMP.EXE
	SNMP service. This is the master agent that receives SNMP requests and delivers them to the appropriate extension agent DLL. 

	SNMPAPI.DLL
	SNMP utilities DLL used by SNMP extension agent DLLs and manager applications. This DLL contains a framework for developing extension agent DLLs.

	SNMPSNAP.DLL 
	SNMP configuration application that is a Microsoft Management Console (MMC) snap-in component. The snap-in adds several pages to the SNMP Service Properties sheet. For more information, see the online help for the SNMP service. 

	SNMPTRAP.EXE
	SNMP trap service. Receives SNMP traps and forwards them to SNMP manager applications. 

	WINSMIB.DLL
	Extension agent DLL that implements the Microsoft-defined WINS MIB. Installed only on WINS servers, and not available on Windows NT 3.1. 

	WSNMP32.DLL
	Microsoft WinSNMP API library. This API allows SNMP manager applications to "listen" for SNMP manager requests, and send requests to and receive responses from SNMP agents.



SNMP Utilities

The following table lists the SNMP utilities that are available in the Microsoft Windows Resource Kit.

	Filename
	Description

	EVNTCMD.EXE
	A command-line application for configuring the SNMP event translator

	EVNTWIN.EXE
	An application that provides a user interface for configuring the SNMP event translator

	MIBCC.EXE
	The SNMP MIB Compiler

	SNMPUTIL.EXE
	A sample SNMP manager console application 


Windows SNMP FAQ

	if (!SnmpMgrRequest(session, requestType, &variableBindings,

                            &errorStatus, &errorIndex))

            {

            // The API is indicating an error.

            printf("error on SnmpMgrRequest %d\n", GetLastError());

            }


를 실행하면 

	error on SnmpMgrRequest 8


이 떨어진다.

이런 경우는 거의 community string이 default인 public 이 아니고 다른 값인 경우이다. 네트워크 관리자에게 community string이 무엇인지 알아와야 한다.
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